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Use two step verification 
when possible.

VERIFY SOURCE of 
EMAIL MESSAGES 
before opening.

Create COMPLEX
passwords.

Change your password 
AT LEAST EVERY 
90 DAYS.

CONFIRM SENDER’S EMAIL AND HOVER OVER 
TO VALIDATE LINKS IN EMAILS.

Stay consistent with Windows updates for your operating system.

Stay consistent with updates for anti-virus software 
and RENEW ANNUALLY.

TRAIN EMPLOYEES  TO USE BEST SECURITY PRACTICES.

Make sure you have a 
LOCAL & OFF-SITE 
DATA BACKUP.

Change DEFAULT 
PASSWORDS on 
network devices.
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